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ABSTRACT: A crossover homomorphic encryption that consolidates fully homomorphic encryption (FHE) 
applications. In this model, messages are scrambled with an Algorithm and calculations on encoded information are 
completed utilizing FHE after homomorphic unscrambling. To acquire productive homomorphic unscrambling, 
crossover plot joins FHE Algorithm without convoluted message cushioning with FHE with an extensive number 
message space. A technique with lessen the level of the exponentiation circuit at the cost of extra public keys. As an 
autonomous intrigue to get a non-specific strategy for changing over from private-key FHE to public key FHE. The 
way how to transform any additively homomorphic private-key encryption scheme into a public-key homomorphic 
encryption scheme when the message. To apply this method, the private-key FHE needs to be compact which means 
that the length of a homomorphically generated encryption is independent of the number of cipher texts from which it 
was created. An additive homomorphic encryption is converted from private-key to public key by adding a number of 
encryptions of zero and one to the public key. 
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I. INTRODUCTION 
 

Cloud computing is an information technology (IT) paradigm that enables ubiquitous access to shared pools of 
configurable system resources and higher-level services that can be rapidly provisioned with minimal management 
effort, often over the Internet. Cloud computing relies on sharing of resources to achieve coherence and economies of 
scale, similar to a public utility.Third-party clouds enable organizations to focus on their core businesses instead of 
expending resources on computer infrastructure and maintenance.Advocates note that cloud computing allows 
companies to avoid or minimize up-front IT infrastructure costs. Proponents also claim that cloud computing allows 
enterprises to get their applications up and running faster, with improved manageability and less maintenance, and that 
it enables IT teams to more rapidly adjust resources to meet fluctuating and unpredictable demand. Cloud providers 
typically use a "pay-as-you-go" model, which can lead to unexpected operating expenses if administrators are not 
familiarized with cloud-pricing. Homomorphicencryption is a form of encryption that allows computation on cipher 
texts, generating an encrypted result which, when decrypted, matches the result of the operations as if they had been 
performed on the plaintext. The purpose of homomorphic encryption is to allow computation on encrypted data,Cloud 
computing platforms can perform difficult computations on homomorphically encrypted data without ever having 
access to the unencrypted data. Homomorphic encryption can also be used to securely chain together different services 
without exposing sensitive data.Services from different companies can calculate 1) the tax 2) the currency exchange 
rate 3) shipping, on a transaction without exposing the unencrypted data to each of those services.Homomorphic 
encryption can also be used to create other secure systems such as secure voting systems, collision-resistant hash 
functions, and private information retrieval schemes. We remark that our technique solves the open problem of when 
the FHE message space is Z for large.We convert the double modulo reduction into a depth-3 circuit, and then, we 
apply the technique.Our improved technique plays an important role in this method, as the parameters depend heavily 
on the homomorphic capacity of FHE.We also present a generic method for converting from a private-key FHE to a 
public key FHE using our hybrid scheme. 
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II. LITERATURE REVIEW 
 

In 2016, Ning Cao, Cong Wang, Ming Li, KuiRen, and Wenjing Louproposed a technique The first time, we define and 
solve the challenging problem of privacy-preservingmulti-keyword ranked search over encrypted data in cloud 
computing (MRSE). We establish a set of strict privacy requirements for such a secure cloud data utilization system. 
We further use “inner product similarity” to quantitatively evaluate such similarity measure.  
In 2014,QingjiZheng, ShouhuaiXu, and Giuseppe Ateniese proposed a common technique for data owners to outsource 
their data to the cloud. Since the cloud cannot be fully trusted, the outsourced data should be encrypted. This however 
brings a range of problems, such as: How should a data owner grant search capabilities to the data users? How can the 
authorized data users search over a data owner’s outsourced encrypted data? How can the data users be assured that the 
cloud faithfully executed the search operations on their behalf? 
In 2011 Yanjiang Yang, Haibing Lu, and JianWeng proposed how to outsourcing their databases to the cloud and 
authorizing multiple users for access represents a typical use scenario of cloud storage services. In such a case of 
database outsourcing, data encryption is a good approach enabling the data owner to retain its control over the 
outsourced data. Searchable encryption is a cryptographic primitive allowing for private keyword based search over the 
encrypted database. 
In 2016,Zhihua Xia, Xiongfei Wang, Xinghua Sun, and Qijie Wang proposedDue to the increasing popularity of cloud 
computing, more and more data owners are motivated to outsource their data tocloud servers for great convenience and 
reduced cost in data management. However, sensitive data should be encrypted before outsourcing for privacy 
requirements, which obsoletes data utilization like keyword-based document retrieval. 
In 2014,Wenhai Sun, Shucheng Yu, Wenjing Lou, Y Thomas Hou, and HuiLiSearch had proposed  over encrypted data 
is a critically importantenabling technique in cloud computing, where encryption-before outsourcing is a fundamental 
solution to protecting user data privacy in the untrusted cloud server environment. Many secure search schemes have 
been focusing on the single-contributor scenario, where the outsourced dataset or the secure searchable index of the 
dataset are encrypted and managed by a single owner, typically based on symmetric cryptography.  
 

III. PROPOSED SYSTEM 
 

 SYSTEM DESIGN 
In this approach, the cipher text expansion ratio is only two or three regardless of the message size. Moreover, the 
decryption circuit is very shallow when the FHE allows large integers as messages. For example, the decryption circuit 
over has a multiplicative depth of nine under a FHE with the message space. We can reduce the depth further by 
representing the secret exponent e as log binary vectors of length, which is an improvement over.Homomorphic 
encryption is the encryption scheme which means the operations on the encrypted data. Homomorphic encryption can 
be applied in any system by using various public key algorithms. 
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A. CLOUD SERVICE PROVIDER 
Cloud Service provider to provide the service to user. User register the details to service provider before send the 
file. After user registration admin verify the user profile and accept the user request. Admin may be reject the 
Unauthorized profile details. 
 

B. OWNER UPLOAD WITH KEYGEN 
After admin verify the Owner details, Owner to upload the file to cloud server.While upload the file, files are 
encrypted and stored in the database and folder. While upload the data are split and store the three server. Because 
hacker, cannot not hack server data. Because data parts are stored in three servers.Key gen algorithm used in data 
upload and encrypted. 
 

C. FILE CONVERT 
While upload data to server. All data are in ZIP format for reduce the file occupy memory. 
 

D. AUTHOURISED USER 
Authorized users, these users only to download the file from the others users. These users to send the file request to 
admin and file owner. 
 

E. FILE REQUEST 
User may be share our files to another user. Shared users to fetch the file from file owner. Shared user to send the 
file request to file owner and automatically same request send to admin. Then Admin verify the server and provide 
the clearance to provide the key from file owner. After file owner to send the temporary key to shared users.if 
shared users download the shared file the temporary key automatically expires. 
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F. FILE RECOVERY 
If user file may be corrupt or may be delete. So if user delete any file from server,user can recover the deleted files 
from file server. It is very useful to all cloud users.If user to recover the deleted file, user login and get the deleted 
file. 
 

 PROPOSED ALGORITHM 
We explore an alternative method that encrypts messages with a FHE Algorithm and converts them into FHE-cipher 
Texts for homomorphic computations. In this approach, the cipher Text expansion ratio is only two or three regardless 
of the message size. Moreover, the decryption circuit is very shallow when the FHE allows large integers as messages. 
For example, the decryption circuit over has a multiplicative depth of nine under a FHE with the message space. We 
can reduce the depth further by representing the secret exponent e as log binary vectors of length, which is an 
improvement over. the purpose of homomorphic encryption is to allow computation on encrypteddata. Thus data can 
remain con denial while it is processed, enabling usefultasks to be accomplished with data residing in untrusted 
environments.Homomorphic encryption is the encryption scheme which means the operations on the encrypted data. 
Homomorphic encryption can be applied in any system by using various public key algorithms. 
 

IV. RESULTS 
 

 
Fig.1 
 

In fig.1, user will register and then login into their account.After that, they enter into the cloud and upload their files. 
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Fig.2 
 

In fig.2, Now the data owner login into cloud and verify the correct user with the key value.After that user can able to 
access the cloud. 
 

 
 

Fig.3 
 

In fig.3, the user can able to view their file to upload into the cloud.File will be present anywhere in the system.  
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      Fig.4 
 
In fig.4, After completing all the process owner will upload the file into the cloud and then the key value will be 
generated and send it to the data owner. 
 

 
      Fig.5 
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In fig.5, Now the cloud service provider verifies the user details and then retrieve the data from the cloud and give it to 
the user. 
 

V. CONCLUSION 
 

A hybrid scheme that combines public key encryption and somewhat homomorphic encryption. The proposed scheme 
is suitable for cloud computing environments since it has small bandwidth, low storage requirement, and supports 
efficient computing on encrypted data. This solution provides a trade-off between the size of the transmitted cipher 
Texts and the conversion costs. While the cipher Text expansion of Fully Homomorphic Algorithm is larger than that 
of AES, it can be homomorphically evaluated with a FHE of much smaller multiplicative depth. The parameters of 
hybrid scheme are very large when the message space of the underlying FHE is ZN. For an efficient implementation, 
we need a method to evaluate mod N arithmetic using an FHE whose message space is ZM for small. 
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